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Abstract 
 

The development of information security issues in many sectors makes the skill of mastering digital 
forensic highly needed. Digital forensic is recently used not only to support legal proceedings but also to 
investigate many incidents like digital data manipulation, site hacking, and terrorism. In mastering the 
skill of digital forensic, investigators should have knowledge about the techniques and tools that will be 
used. This research is proposed to help investigators in enhancing and developing their skills in revealing 
the content of digital evidence with the result reviews from each area in the forensic field. The review in 
this study is based on the focus of the forensic area  by giving detailed information about the functions, 
limitations, and advantages as well as the specific techniques of forensics that leads to the techniques of 
live forensic or static forensic. This research also discusses the non-technical things that affect the 
performance of forensic investigation including operational activities, investigated activities, and legal 
elements. Thus, the result of this research is expected to be beneficial for helping investigators in 
determining the appropriate tools to investigate the digital evidence. The further research can develop the 
activities of anti-forensics that can hinder the investigation processes. 
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Abstrak 
 

Berkembangnya isu keamaman informasi yang merambah ke beragam sektor membuat kebutuhan 
kemampuan di bidang ilmu digital forensik semakin meningkat. Kini ilmu digital forensik tidak hanya 
digunakan untuk kebutuhan proses hukum semata. Hal tersebut selaras dengan beberapa insiden yang 
terjadi seperti halnya manipulasi data digital, peretasan situs, hingga kasus terorisme. Dalam pemenuhan 
kebutuhan kemampuan digital forensik, seorang investigator perlu memiliki pengetahuan yang cukup 
terkait teknik dan alat-alat forensik yang akan digunakan. Penelitian ini bertujuan untuk menambah dan 
mengembangkan pengetahuan seorang investigator dalam mengungkap isi dari barang bukti digital yang 
di analisis dari masing-masing fokus area forensic. Penelitian ini menghasilkan review penggunaan alat-
alat forensik berdasarkan fokus area forensik masing-masing yang merinci fungsi dan batasan-batasan 
atau kekurangannya serta teknik forensic yang spesifik mengarah pada teknik live forensic maupun static 
forensic. Penelitian ini juga membahas hal-hal non-teknis yang dapat mempengaruhi kinerja investigasi 
forensik secara keseluruhan berupa aktivitas operasional, aktivitas investigasi, dan unsur hukum. 
Diharapkan dapat membantu investigator dalam memilih alat yang tepat dalam melakukan investigasi 
barang bukti digital yang ditemukan. Penelitian ke depan dapat dikembangkan dari aktivitas-aktivitas anti 
forensik yang dapat menghambat proses investigasi.  
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1. INTRODUCTION
Digital forensic is a sequence of procedures in 
collecting, analyzing, and making a report in a 
digital data [1]. Forensic field is used to 
investigate crime using science that relates to 
digital evidence [2]. Digital forensic is also used 
to reveal some facts so that a case can be 
brought to a court [3]. 
 
Forensic digital is currently advancing not only 
for law enforcement but also for the private 
sector [4]. The example of a case in the private 
sector is the investigation of illegal activity in a 
company (in house) and intrusion investigation 
(from the characteristics and effect of a 
network) [5]. Meanwhile, there are a lot of 
universities in Indonesia that currently begin to 
open the study program majoring forensic 
digital from the vocation to magister. The 
opening of that study program seems like 
answering the challenges in the digital era and 
the developing security issue. Universitas 
Muhammadiyah Malang recently opened the 
study in vocational education [6] and 
Universitas Telkom opened it in master degree 
with the program of Digital Forensic & Cyber 
Security [7]. It is expected that the graduate can 
fulfill the needs of experts in Forensic Examiner, 
Computer Forensic Analyst, etc. 
 
The need of digital forensic is in line with the 
enhancement of information security issues as 
seen in the cases of hacking in Indonesia. Based 
on the report by Direktorat Operasi Keamanan 
Siber (Directorate of Cybersecurity Operation) 
[8], the cases of hacking are dominantly found in 
regional governments with 133 cases. Then, 76 
cases are found in the academic sector and 54 
cases are found in the private sector. Thus, 
Digital Forensic Readiness started to be 
implemented in several companies as a planning 
for pre-incident forensic investigation [9]. 
 
Forensic digital has a large area in its 
specialization. According to [10]  it can be 
classified based on its digital evidence. It can be 
physical or logical depending on the result of 
analysis conducted by the investigator. Several 
focuses of the digital forensic area are computer 
forensic, mobile forensic, audio forensic, video 

forensic, image forensic, and cyber forensic. The 
enhancement of knowledge and phenomenon 
affects the enhancement of forensic science as 
seen on the existence of forensic study that 
relates to IoT. 

 
Working on handling and revealing cases that 
have digital evidence needs a special skill to 
determine appropriate technique. Generally, 
there are two techniques that can be applied to 
reveal the content of digital evidence. They are 
static forensic and live forensic. Static forensic 
technique is commonly applied to investigate 
storage media in certain servers [11]. It is used 
when the computer is off so that the acquisition 
and analysis of digital evidence can be 
accomplished without turning on the computer 
[12]. Besides, live forensic techniques are 
techniques of collecting, analyzing and providing 
information in the form of reports from any kind 
of forensic tools  [13]. It can be applied in the 
running system [14]. The technique targets the 
volatile data of the computer that is taken when 
the systems are running [15]. Therefore, the 
technique can be used according to the 
conditions, one of which is when analyzing the 
hacking case. 

 
Digital Forensic Tools (DFT) consists of several 
hardware and software that can be used to 
recover and restore the integrity of information 
from digital evidence [16]. DFT is used to 
provide protection against illegal access to 
sensitive information, cybercrime, extortion, 
and etc. [17]. Collecting information using DFT 
needs a matrix that includes the parts of the 
used tools so that it can give accurate results 
according to the specification and capacity [18]. 

 
Previous researchers have discussed the similar 
topic specifically. One of the researchers [19] 
has conducted the comparative study of analysis 
and investigation techniques in forensic digital. 
The comparison is based on Digital Forensic 
Tools with the type of Open Source. This 
comparative study is considered to be able to 
help the investigators in revealing the running 
cases. Live forensic technique is specifically used 
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by  [20] to identify digital evidence in desktop-
based WhatsApp. 

 
Other research by [21] also discusses forensic 
analysis using Exiftools to analyze hash values 
and Forevid Video to analyze image results 
derived from video. Both fall into the static or 
traditional forensic analysis. 

 
Axiom Magnet and Oxygen Forensic, to analyze 
the digital evidence taken from Instagram. It 
reveals that Axiom Magnet is more accurate in 
measuring and analyzing information from the 
digital evidence. Furthermore, [22] carried out 
research about the classification and evaluation 
of various digital forensic tools. The result shows 
that the selected tools for comparison material 
cannot reveal the basic concept of fake image 

detector so that it needs literature, algorithm, 
and engineering and concept mapping 
according to the digital evidence found. In a 
research [23], forensic tools are used to 
compare the result of analysis in Twitter. It 
reveals that Mobile Edit Forensic Express is 
better than Belk soft Evidence. Research [24] 
uses MOBILedit Forensic Express as a tool for 
imaging processes in order to keep the 
originality of digital evidence in cyber bullying 
cases in WhatsApp Group. It is proven that the 
imaging process has been succeed to be 
exported and formatted in Ms. Excel. The file 
contains complete information. Network Tools 
Forensic that is used by [25] are Windump, 
Network Miner and Wireshark. Windump is 
used to record the traffic on the device while the 
other two tools are used to record the traffic on 
the network.

2. RESEARCH METHOD  
This is an exploratory research that is proposed 
to dig information about the cases that will be 
investigated because they have not been 
analyzed by the previous researchers [26]. 
Besides, according to [27] exploration research 
does not need hypotheses since its main focus is 
to collect as much information or data. The 
research flow can be seen on the following 
diagram 
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Techniques Forensic

Digital Forensic Tools

Background Research

Research Purposes

Making conclusion

 
Picture 1. Research Flow 

 
Based on the picture 1, the data is collected by 
reviewing a lot of literature to know about the 
content of scientific journals and articles. It is 
then regarded as the primer data. According to 
[28], data collection can be done by making a 

survey of literature and by studying the written 
material such as scientific journals and 
magazines as long as the researcher has 
mastered the knowledge. Another way to do 
data collection is by using case study. In this 
research, exploration is executed by the 
detailed study about the tools and the 
techniques in digital forensic. It is divided into 
several focuses, that is  computer forensic, 
network forensic, network forensic, mobile 
forensic, and etc. In the result and discussion 
part, the analysis is focused on the information 
about the name and function used including the 
limitation of DFT [29]. Meanwhile, the 
techniques will be reviewed and classified based 
on the techniques of live forensic and static 
forensic. At the end of the step, conclusion is 
made based on the discussion that has been 
presented in the previous part. 
 

3. RESULT AND DISCUSSION 

3.1 Forensic Techniques 
Generally, techniques of static forensic and live 
forensic can help investigators in revealing 
information from the digital evidence. Static 
forensic  focuses on the process of obtaining 
evidence when the system is off, while live 
forensic focuses on the acquisition process of 
digital evidence when the system is still running. 
Here are the comparisons from many literature. 
. 
 

Table 1. Literature review of  Forensic Techniques 
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No Source Types Description 

1 [30] Live Forensic The use of live forensic techniques can disclose more complete information. In 
image forensic cases, turning off the system can harm and lose the volatile data 
like the running process, network and installed system. Using live forensic 
techniques enables us to make some changes in running systems. 

  Static 
forensic/Dead 

forensic 

The use of dead forensic/static forensic is considered to avoid any possibilities in 
changing the data from the running systems or from the user interaction especially 
in part of data acquisition. This technique can keep the metadata integrity yet it is 
still possible to not obtain the data and information completely, especially from 
volatile data. 

2 [11] Static 
forensic/dead 

forensic 

Offline acquisition techniques are considered can keep data integrity because 
online processes can make the data as evidence will be corrupted. In cloud 
computation, acquiring volatile data needs special techniques so that the content 
of information can be read clearly. 

3 [12] Static forensic Static forensic techniques are used because it can reach the deleted data, web and 
user browsing history and network connection. These techniques need an imaging 
file as the copy for doing investigation or acquisition without ruining the original 
version of digital evidence.  

4 [15] Live Forensic Live forensic techniques can be used to get the volatile digital evidence like 
malicious code or ransomware that infect the system when it is running. In the 
examined case, the user of EAS key is able to help the investigator in obtaining the 
result of acquisition although not all of the ransomware family can apply the 
similar technique. 

5 [20] Live forensic Live Forensic techniques are precise to be used to acquire volatile data 
characteristics. In certain cases, live forensic technique is limited for processing the 
data obtained from memory. 

6 [31] Live Forensic Live forensic techniques are assumed to collect the digital evidence using proper 
techniques and tools. In this case, live forensic technique can not be used to 
acquire evidence yet it can help the other cases like the computer or system attack. 
Live forensic techniques are seen as the most challenging techniques because the 
investigator needs to understand the basic techniques and tools according to the 
cases.  

 
Based on table 1, information that is obtained 
from the result of literature review is that live 
forensic techniques tend to be used to acquire 
the volatile data more than the static forensic 
techniques. Secondly, static forensic techniques 
need the process of imaging files to maintain the 
quality and the integrity of digital evidence 
before conducting the identification process. 
Thirdly, in certain complex cases, live forensic 
techniques can run maximally if only it is 
supported by tools, algorithms, or another 
method. Fourthly, in cyber security, information 
will be more precisely acquired using live 
forensic since the identification process is 
conducted when the system is running. 
 

 
3.2 Digital Forensic Tools 
Table 2 presents the specific review of digital 
forensic tools based on each  

focus area. Several tools reviewed are tools that 
are commonly used by the investigators or 
researchers. The other tools are rarely used. 
Besides, tools that is reviewed are selected 
based on the recently cases happened in 
Indonesia, like immoral content in the form of 
image and video in internet [32], case of Jaksa 
Pinangki and Djoko Candra [33], hacking case of 
police member data using Sistem Informasi 
Personel Polri (SIP) [34], hacking case of 
Whatsapp account via mobile device [35], 
terorism cases with various forms of evidence 
[36]. 
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Table 2. Specific Reviews of Several Digital Forensic Tools 

No Source Types Tool Function Limitation 

1 [37] Computer 
Forensic 

Forensics 
Acquisition of 
Websites (FAW) 

Obtaining information in the 
form of HTML code and image  

There is no function that provides 
malware activity and it has not been 
tested to be used in various browsers 
and machines. 

2 [38] Computer 
Forensic 

Computer Aided 
Investigate 
Environment 
(CAINE) 

Analyzing, inversitating, and 
making a report using various 
tools 

It is only running in Linux Ubuntu 
Operating System. 

3 [39] Computer 
Forensic 

SANS 
Investigative 
Forensics Toolkit 
(SIFT) 

Enabling to detect various types 
of incident responses based on 
open source 

It is only running in Linux Ubuntu 
Operating System. 

4 [40] Memory 
Forensic 

Bulk Extractor Analyzing the content of image 
disk, file, directory file and 
extracting the content of email 
in the form of .rar and .zip 

In the case study, Bulk Extractor 
cannot restore the compressed 
object to the original version except 
in the log file. 

5 [41] Memory 
Forensic 

Digital Evidence 
& Forensics 
Toolkit 

Providing a group of forensic 
tools that can be used to 
analyze the digital evidence 
focusing on response incidents, 
cyber intelligence, and forensic 
scenarios 

The feature is still limited. There are 
no ghiro tools to analyze the digital 
image, hashcat to hack the password, 
and rarcrack to access the password 
of archives data. Moreover, the 
largest file size is 3,08 GB. 

6 [42] Memory 
Forensic 

Volatility Analyzing RAM in an operating 
system from the hash value of 
evidence that is saved, deleted 
and encrypted using HashCalc 

It is an open-source framework to 
detect malware and incident 
response in traditional forensic using 
other supported tools. 

7 [43] Network 
Forensic 

Wireshark Detecting the traffic of network 
in real time when the data 
network package is obtained. 

When the tools are utilized, the user 
name and password can be seen 
clearly to detect the running trafic. 
Besides, it is not efficient to handle 
the big data volume. 

8 [44] Network 
Forensic 

TCPDump Analyzing the network package 
that is based on the command-
line so that it is able to provide 
information about the time, 
protocol used, source address, 
host destination and port. 

It is not efficient to handle the big-size 
data package. It is also unable to 
translate the data in the application 
layer. 

9 [44] Network 
Forensic 

Xplico Providing a sniffing tool that is 
used to detect the traffic of a 
network and manipulate it to 
the normal form by the 
manipulators. It also can be 
used to extract audio from a 
data stream. 

It takes a lot of time to extract data 
from the hard disk drive in real time. 

10 [44] Network 
Forensic 

Snort Providing a sniffing tool that is 
able to detect network 
infiltration. It also provides a 
real-time recorder. 

It can not find the host or port name 
when detecting the network traffic 
because it focuses on collecting big 
network packages. 

11 [44] Network 
Forensic 

Network Miner Providing a tool that is used to 
detect data network packages 
by identifying port, mapping, 

Providing a tool that is used to detect 
data network packages by identifying 
port, mapping, extracting audio from 
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extracting audio from VoIP and 
predicting the detected threat. 

VoIP and predicting the detected 
threat. 

12 [44] Network 
Forensic 

NetIntercept Providing a tool that is used to 
monitor and analyze the 
network encapsulated by 
hardware. This tool is also used 
to inspect and analyze at a good 
speed. 

It costs a lot to analyze the package 
deeply. 

13 [45] Cloud Forensic FROST Getting the data from API log, 
virtual disk, and virtual log in 
doing forensic investigation. It is 
also used to save data log in a 
hash tree and process it in the 
form of cryptography. 

It needs trust from the cloud provider 
because the provider has to make 
sure that the user can trust the 
operating system host, hardware, 
network and cloud employee. 

14 [46], 
[47] 

Cloud Forensic UFED Extracting data from social 
media platforms like facebook, 
instagram, etc. It also provides 
the backup file. [46]. 

Cloud providers might not come from 
trusted entities and depend on API 
suppliers to center information. [47]. 

15 [48], 
[49] 

Email Forensic MailXaminer Investigating email from client 
[48]. It is also used to make a 
time limit when looking for a 
certain email. 

It has no real-time working in doing 
investigations. [49] 

16 [48], 
[49] 

Email Forensic Add4Mail Searching for email using 
certain keywords, processing 
email conversion, and 
processing email data according 
to the needs. [48] 

It can only browse keywords written 
by the users. [49] 

17 [50], 
[48] 

Email Forensic eMailTrackerPro Analyzing email header to 
detect IP address of device that 
is used by message sender so 
that it can be tracked [50]. 

There is no option for importing 
email, folder, or database. They 
should be manually imported to 
detect the email header.  [48] 

18 [48], 
[51] 

Email Forensic Paraben Email 
Examiner 

Searching for email file or 
database folder and providing 
analysis report that can be 
selected according to the needs 
of investigation [48]. 

It does not provide IP address tracers 
based on geographic location, cannot 
display the open port in IP address 
and is unable to detect email header 
from the content of the message. 
[51]. 

19 [52], 
[53] 

Mobile 
Forensic 

Oxigen Forensic Extracting tools of formation, 
contact, call log, sms, mms, 
email, calendar event, file 
limitation, etc. It can be well-
functioned if the oxygen 
forensic extractor is connected 
to the oxygen forensic suite. 
[52] 

This tool is unable to extract 
information about IMSI (International 
Mobile Subscriber Identity) and ICCID 
(Integrated Circuit Card Identifier) 
from SIM cards. Nevertheless, it is 
able to identify phone IMEI number, 
provider name of SIM card, device 
phone name, and operating system 
version of the phone [53]. It only 
works on Windows operating systems 
[52]. 

20 [54] Mobile 
Forensic 

MOBILedit Identifying information of 
metadata devices such as serial 
number, IMEI (International 
Mobile Equipment Identity), 
IMSI (International Mobile 
Subscriber Identity), ICCID 

In acquisition steps, it is unable to 
provide backup data as expected 
from the extracted data.  
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(Integrated Circuit Card 
Identifier) and root status.  

21 [55] Mobile 
Forensic 

Dr.Fone Providing open source 
applications that can restore all 
content in storage media. It also 
has features of restore, 
transfer, open key, and root.  

Delete media features can only be 
accessed after payment. Besides, in 
extracting data, the IMEI number can 
not be tracked.  

22 [56] Mobile 
Forensic 

Belkasoft Extracting data and encrypted 
password using Physical 
Acquisition. In the trial version, 
all of the tools for forensic 
activity can be used for one 
month. 

It is a paid tool so that it needs 
additional access to make a maximal 
and accurate acquisition. (comp 
anlysis) 

23 [57] Mobile 
Forensic 

Magnet Axiom Restoring digital evidence from 
mobile devices, computers and 
cloud. The tool can also extract 
data in detail. 

It needs a rooting process in Physical 
Acquisition so that the significant 
data can be obtained. 
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Based on the explanation in table 2, it can be 
understood that there are various forensic digital 
tools that are classified into each focus area. It is 
presented after making a review to know deeper 
about the functions and the limitations as well as 
disadvantages. It is expected to be able to help and 
ease the investigator in determining the tools that 
are appropriate for handling cases. 

Challenges and problems in digital forensic 
makes an investigator have techniques and tools 
that can handle the cases with various pieces of 
evidence. The challenges can be found in the form 
of volatile data, cryptography data, and any data 
that should be extracted. They also have to be able 
to identify the tools of anti-forensic. Data volume, 
data location and another result of metadata 
affects the forensic tools that will be used.  

The other challenges affecting forensic 
handling are operational activity, investigation 
activity, and law material. Three of them are related 
to each other in handling the cases of forensic in 
terms of tools and techniques. Even if it is not 
directly related, it can be a threat that should be 
handled. In operational activity, the legal response 
of incident management and procedure of 
operational standard is important to be noted. For 
example, in an investigation, an investigator can 
not give fast and precise response to digital 
evidence found and is limited to take an action 
because of the unstandardized operating 
procedure. Moreover, an investigator should have 
a skill to carry out forensic steps. They cannot rely 
only on the tools and the techniques. Joining a 
training and getting the certificate easily to improve 
their competence does not mean that the 
investigator can easily get trust and legality. An 
investigator needs legal protection regarding the 
possibility of  a privacy invasion and other law cases 
while handling forensic cases. Not all digital 
forensic cases  are law cases as a form of law 
enforcement, some of them only need it in the 
personal or private sector. 

4. CONCLUSION 
In handling digital forensic, either for legal 

need or personal need, the company should pay 
attention to the technical and non-technical things. 
Technical things like chosen techniques and tools 
become principles in doing a forensic investigation. 
Besides, the non-technical things, like operational 
activity, investigation activity, and material law, can 
affect the performance of forensic investigations. 
This is because its relation to another material 
beyond the investigator and evidence such as the 
personal skill of the investigator that is certified and 
legally recognized. 

Various forensic tools that are reviewed 
are expected to help investigators in choosing the 
appropriate tools to investigate digital evidence 
found in any forms and types. The further research 
can develop their analysis on the activities of anti 
forensic that can hinder the investigation process. 
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